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Subpart A—Classification of
National Security Information

§ 4a.1 General.
Executive Order 12356 provides the

only basis for classifying information
within the Department of Commerce,
except as provided in the Atomic En-
ergy Act of 1954. The policy of the De-
partment of Commerce is to make in-
formation concerning its activities
available to the public consistent with
the need to protect the national de-
fense or foreign relations as required
by the interests of the United States
and its citizens. Accordingly, security
classification shall be applied only to
protect the national security.

§ 4a.2 Director, Office of Security.
The Director is responsible for (a)

acting on all suggestions, complaints,
and appeals not otherwise resolved,
concerning the implementation and ad-
ministration of E.O. 12356 and imple-
menting directives, and (b) deciding all
appeals from denials of requests for na-
tional security information under the
Mandatory Review provision of E.O.
12356, when the initial denial was based
on continued classification under the
Order. When acting on such appeals the
Director shall confer, as necessary,
with the Offices of the General Coun-
sel, Information Management, and Per-
sonnel. The Director may solicit advise
from various operating units as re-
quired. All suggestions, complaints, or
appeals should be addressed to the Di-
rector, Office of Security, Room 5044,
14th Street and Constitution Avenue,
NW., Washington, D.C. 20230.

§ 4a.3 Classification levels.
Information may be classified as na-

tional security information by a des-
ignated original classifier of the De-
partment when it is determined that
the information concerns one or more
of the categories prescribed in E.O.
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12356 and when the unauthorized disclo-
sure of the information, either by itself
or in the context of other information,
reasonably could be expected to cause
damage to the national security. The
levels established by E.O. 12356 (Top
Secret, Secret, and Confidential) are
the only terms which may be applied to
national security information. Except
as provided by statute, no other terms
shall be used within the Department of
Commerce in conjunction with any of
the three classification levels.

§ 4a.4 Classification authority.
Authority to originally classify in-

formation as Secret or Confidential
may be exercised only by the Secretary
of Commerce and by officials to whom
such authority is specifically dele-
gated. No official of the Department of
Commerce is authorized to originally
classify information as Top Secret.

§ 4a.5 Duration of classification.
Information shall remain classified

as long as its unauthorized disclosure
would result in damage to the national
security. When it can be determined a
specific date or event for declassifica-
tion shall be set by the original classi-
fication authority at the time the in-
formation is originally classified.
Automatic declassification markings
applied under predecessor executive or-
ders shall remain valid unless the clas-
sification is extended by an authorized
declassification authority. Information
classified under predecessor orders and
marked for declassification review
shall remain classified until reviewed
for declassification under the provi-
sions of E.O. 12356 governing system-
atic review or mandatory review for de-
classification.

Subpart B—Declassification
§ 4a.6 General.

Information that continues to meet
the classification requirements pre-
scribed in E.O. 12356 despite the pas-
sage of time will continue to be safe-
guarded. However, information which
is properly classified at the time it is
developed may not necessarily require
protection indefinitely. National secu-
rity information over which the De-
partment of Commerce exercises final

classification jurisdiction shall be de-
classified or downgraded as soon as na-
tional security considerations permit.
When information is determined to be
no longer damaging to the national se-
curity, it may continue to be exempt
from public disclosure by law. If so,
when the information is declassified
the declassification authority shall in-
dicate that all or portions of the infor-
mation become FOR OFFICIAL USE
ONLY and shall cite the authority
which permits nondisclosure.

§ 4a.7 Systematic review for declas-
sification.

Classified information constituting
permanently valuable records of the
Government, as defined by U.S.C. 2103,
that is in the possession and control of
the Department of Commerce or of the
Archivist of the United States, shall be
systematically reviewed for declas-
sification. This review shall be in ac-
cordance with systematic review guide-
lines authorized by the Secretary of
Commerce.

§ 4a.8 Mandatory review for declas-
sification.

(a) Requests. Classified information
under the jurisdiction of the Depart-
ment of Commerce shall be reviewed
for declassification upon receipt of a
request by a United States citizen or
permanent resident alien, a Federal
agency, or a state or local government.
A request for mandatory review of clas-
sified information shall be submitted
in writing and describe the information
with sufficient specificity to locate it
with a reasonable amount of effort. Re-
quest shall be submitted to the Direc-
tor, Office of Security, U.S. Depart-
ment of Commerce, Room 5044, 14th
Street and Constitution Avenue, NW.,
Washington, D.C. 20230.

(b) Processing requirements. (1) The Di-
rector, Office of Security, shall ac-
knowledge receipt of the request di-
rectly to the requester. When a request
does not satisfy the conditions of para-
graph (a) of this section, the requester
shall be notified that unless additional
identifying information is provided, no
further action will be taken. The re-
quest shall be forwarded to the oper-
ating unit or office which originated
the information or which has primary
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interest in the subject matter. The
unit or office assigned action shall re-
view the information within twenty
working days as prescribed below.

(2) The action office shall determine
whether, under the declassification
provisions of the Department of Com-
merce National Security Information
Manual, the entire document or por-
tions thereof may be declassified. The
action office shall also determine
whether, if the document or portions
are declassified, withholding the infor-
mation is otherwise warranted under
applicable statutes. Declassification of
the information shall be accomplished
by a designated declassification au-
thority. Upon declassification the in-
formation shall be remarked. If the in-
formation may not be released in whole
or in part, the reviewing official shall
provide the reasons for denial by citing
the applicable provision of section 1.3
of E.O. 12356. When the classification is
a derivative decision based on classi-
fied source material of another Federal
agency, the action office shall provide
the information to the originator for
review.

(3) The action office shall also deter-
mine if declassified information is oth-
erwise available for public release
under the Freedom of Information Act.
If the information is not releasable, the
reviewing official shall advise the Di-
rector, Office of Security, that the in-
formation has been declassified but
that it is exempt from disclosure, cit-
ing the appropriate exemption of the
Freedom of Information Act and appli-
cable regulations.

(4) If the request for declassification
is denied in whole or in part, the re-
quester shall be notified of the right to
appeal the determination within sixty
days and of the procedures for such an
appeal. If declassified information re-
mains exempt from disclosure under
the Freedom of Information Act, the
requester shall be advised of those ap-
pellate procedures. All denials of infor-
mation under the Freedom of Informa-
tion Act must be approved by the Of-
fice of the Assistant General Counsel
for Administration.

(c) Fees. If the request requires the
rendering of services for which fees
may be charged, the unit assigned ac-
tion may calculate the anticipated

amount of fees to be charged and ascer-
tain the requester’s willingness to pay
the allowable charges as a precondition
to taking further action on the request
in accordance with § 4.9 of Department
of Commerce Freedom of Information
Act rules and § 4b.11 of the Depart-
ment’s Privacy Act rules.

(d) Right of appeal. (1) A requester
may appeal to the Director, Office of
Security, when the requested informa-
tion is not declassified and released in
whole. The Director shall determine,
within thirty days after receipt of an
appeal, whether continued classifica-
tion of the requested information is re-
quired in whole or in part, notify the
requester of his determination, and
make available to the requester any in-
formation determined to be releasable.
If continued classification is required
under the provisions of this manual,
the requester shall be notified of the
final determination and of the reasons
for denial.

(2) During the declassification review
of information under appeal the Direc-
tor, Office of Security, may overrule
previous determinations in whole or in
part when, in his judgment, continued
protection in the interest of national
security is no longer required. If the
Director determines that the informa-
tion no longer requires classification,
it shall be declassified and, unless it is
otherwise exempt from disclosure, re-
leased to the requester. The Director
shall advise the original reviewing
Commerce office or unit of his deci-
sion.

§ 4a.9 Requests under the Privacy Act
and the Freedom of Information Act
involving classifed records.

(a) The Freedom of Information Act
(FOIA), Title 5 U.S.C. 552(b)(1) and the
Privacy Act of 1974 (PA), Title 5 U.S.C.
552a(k)(1), authorize withholding of
records from public availability which
are ‘‘(1) specifically authorized under
criteria established by an Executive
order to be kept secret in the interest
of national defense or foreign policy
and (2) are in fact properly classified
pursuant to such Executive order.’’

(b) Under the FOIA a determination
on an initial request must be made
within ten working days after receipt
of the request. A determination on an
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appeal to an initial denial must be
made within twenty working days after
receipt of an FOIA appeal; or for a PA
appeal, within thirty working days.
Time limits are mandatory for an
FOIA request, but are permissive for a
PA request. Except for unusual cir-
cumstances, failure to make a deter-
mination within the stated time limits
means that a requester has exhausted
the administrative remedies and may
bring suit immediately.

(c) Persons who request information
under the provisions of these Acts, and
whose requests are denied on appeal,
may petition the courts to enjoin the
Department of Commerce from with-
holding the record and, in this event,
burden is on the Department of Com-
merce to sustain its actions.

(d) To assure that PA/FOIA requests
involving classified records are sub-
jected to a thorough classification re-
view and that a response is made with-
in the specified time limits, the proce-
dures in paragraphs (e) and (f) shall
apply as well as those of DAO 205–12
‘‘Public Information,’’ DAO 205–14
‘‘Processing Requests Under the Free-
dom of Information Act,’’ and DAO 205–
15 ‘‘Implementing the Privacy Act of
1974.’’

(e) Initial requests involving classi-
fied records:

(1) The office determined to have pri-
mary interest shall conduct a declas-
sification review of the information as
prescribed in § 4a.8(b) (2), (3), and (4).

(2) If the information is subsequently
declassified, the action office shall con-
sult with the Office of the Assistant
General Counsel for Administration to
determine releasibility with consider-
ation only for the legality of release
within the purview of PA/FOIA.

(3) If the record warrants continued
classification, the action office shall
coordinate with the Office of the As-
sistant General Counsel for Adminis-
tration and so advise the requester,
and further advise the requester of the
right of appeal.

(4) If the classification review cannot
be completed within the prescribed
time limit, due to unusual cir-
cumstances, the action office shall ad-
vise the requester. An extension of
time shall be arranged in accordance

with the FOIA and implementing Com-
merce PA/FOIA rules.

(f) Receipt of an appeal for reconsid-
eration of denial of a classified record
under PA/FOIA: Appeals under this sec-
tion shall be addressed to the General
Counsel who shall refer the record(s) to
the Director, Office of Security, for a
declassification review. The Director
may overrule previous determinations
in whole or in part when, in his judg-
ment, continued protection in the in-
terest of national security is no longer
required. If the information under re-
view no longer requires classification,
it shall be declassified. The Director
shall advise the General Counsel of his
decision.

§ 4a.10 Presidential information.

Information originated by the Presi-
dent, by the White House Staff, by
committees, commissions, or boards
appointed by the President, or by oth-
ers specifically providing advice and
counsel to a President or acting on be-
half of a President is exempted from
the provisions of mandatory review for
declassification, except as consistent
with applicable laws that pertain to
presidential papers or records.

§ 4a.11 Foreign government informa-
tion.

Requests for mandatory review for
declassification of foreign government
information shall be processed as pre-
scribed in § 4a.8(b). Consultation with
the foreign source of the information
through appropriate channels may be
required prior to final action on the re-
quest.

§ 4a.12 Public availability of declas-
sified information.

A fundamental policy of the Depart-
ment of Commerce is to make informa-
tion available to the public to the max-
imum extent permitted by law. Infor-
mation which is declassified, for any
reason, loses its protective status in
the interest of national security. Ac-
cordingly, declassified information
shall be handled in every respect on the
same basis as all other unclassified in-
formation.
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Subpart C—Access to Classified
Information

§ 4a.13 Access by persons outside the
Executive branch.

Department of Commerce classified
information may be made available to
persons outside the Executive Branch
provided that (a) they are engaged in
historical research projects or pre-
viously have occupied policy-making
positions to which they were appointed
by the President, or (b) the informa-
tion is necessary for their performance
of a function related to a contract or
other agreement with the U.S. Govern-
ment. The Director, Office of Security,
shall determine, prior to the release of
classified information under this provi-
sion, the propriety of such action in
the interest of national security and
obtain assurance of the recipient’s
trustworthiness and need to know.

§ 4a.14 Access by industrial, edu-
cational, and commercial entities.

Bidders, contractors, grantees, edu-
cational, scientific or industrial orga-
nizations may receive classified infor-
mation under the procedures prescribed
in the Department of Defense Indus-
trial Security Manual.

§ 4a.15 Access by historical research-
ers and former presidential ap-
pointees.

(a) Persons who are engaged in his-
torical research projects or who have
previously occupied policy-making po-
sitions to which they were appointed
by the President may be authorized ac-
cess to classified information provided
that the head of the component with
classification jurisdiction over the in-
formation:

(1) Makes a written determination
that access is consistent with the in-
terests of national security;

(2) Is assured by the Director, Office
of Security, that the requestors have
an appropriate determination of trust-
worthiness as a precondition to access;

(3) Obtains written agreements from
requestors to safeguard the informa-
tion to which they are given access in
accordance with these regulations;

(4) Obtains written consent to a re-
view by the Department of Commerce
of their resultant notes and manu-

scripts for the purpose of determining
that no classified information is con-
tained therein; and

(5) Limits access granted to former
Presidential appointees to items that
the person originated, reviewed, signed,
or received while serving as a Presi-
dential appointee.

(b) The material requested should be
clearly identified so that it can be lo-
cated and compiled with a reasonable
amount of effort. If the access re-
quested by historical researchers or
former Presidential appointees re-
quires the rendering of services for
which fair and equitable fees may be
charged, the requestor shall be noti-
fied.

(c) The provisions of this section
apply only to classified information, or
any part of it, originated by the De-
partment of Commerce or information
that is now in the sole custody of the
Department. Otherwise, the researcher
shall be referred to the classifying
agency. Operating units providing in-
formation under this section shall
maintain custody of classified informa-
tion at a Commerce facility.

§ 4a.16 Access by foreign nationals,
foreign governments, international
organizations and immigrant aliens.

Foreign nationals employed by the
Department of Commerce may be
granted access to classified informa-
tion originated within the Department
only for the specific classified project
to which they are assigned and only
after they have met those require-
ments set forth in DAO 207–3, ‘‘Secu-
rity Requirements for Research Associ-
ates, Guest Workers and Trainees,’’
and Appendix B of DAO 207–4, ‘‘Secu-
rity and Suitability Investigations of
Personnel.’’ If a need for access by for-
eign nationals (other than employees)
is indicated, the Director, Office of Se-
curity, shall be consulted for decision
on a case-by-case basis.

PART 4b—PRIVACY ACT

Sec.
4b.1 Purpose and scope.
4b.2 Definitions.
4b.3 Procedures for inquiries pertaining to

individual records in a record system.
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